OO0111€CTBO ¢ OrpaHUYEHHOW OTBETCTBEHHOCTHIO
Hayuno npousBoacteenHas ¢pupma KybansHedremann

(OO0 «HII® KybanpHedTemarn»)

YTBEPX/AIO:

['enepanbHBI AUPEKTOP

00O «HII® KybanbHedremarn
C.B. Hanum

[Ipukaz Ne 949-I1
10.10.2024 r.

MOJOXEHHUE
O NNOPSIAKE XPAHEHUS 1 3AIIIUTHI IEPCOHAJIBHBIX JIAHHBIX
MOJIb30OBATEJIEA

2024r.



1. TEPMUHBI U OIIPEJAEJIEHUSA
CajiT — COBOKYNTHOCTh IPOTPAaMMHBIX M anmnapaTHbIX cpeAcTB g DBM, obecnieunBaromux myOIuKanuio
IUIsl BceoOmiero 0003penusi nHGOpMaIuu U JTaHHBIX, OOBEIUHEHHBIX OOIIUM II€JIEBHIM HAa3HAUCHHEM,
IIOCPEACTBOM TEXHMUYECKUX CPEICTB, NMPUMEHSIEMBbIX A cBsi3u Mexay OBM B cern Murepner. Ilog
Caiitom B [lonoxenun nonumaercs Cailt, pacrnonoxeHHbld B ceth HTepHeT.
ITosb30BaTesan — nonwp3oBatenb cetd MHTepHeT M, B uyacTHOCTH, CaliTa, MMEIOUIMI CBOK JIMYHYIO
cTpaHuly (mpoduiab/akKayHT).
®enepanbublii 3ak0H (P3) — Oenepanbubiii 3akoH 0T 27.07.2006 Ne 152 P3 «O mnepcoHaNbHBIX
JTaHHBIX» (1anee — 3aKOH O MEePCOHATbHBIX TAHHBIX ).
IlepcoHasibHBIE JaHHBIE — JIt00as HHPOPMALKS, OTHOCSILASCS MPSIMO WIM KOCBEHHO K ONPEICICHHOMY
WK onpefensseMomMy pusnueckomy nuny (CyObEKTY MEepCOHANbHbBIX JTAHHBIX ).
IlepconanbHble  JaHHBIC, Ppa3pelieHHble  CY0OBEKTOM  NEPCOHAJBHBIX  JaHHBIX IS
pacnpocTpaHeHHsl — IEPCOHANIbHbIE JaHHbIE, JOCTYI HEOTPAaHMYEHHOTO0 Kpyra Jul[ K KOTOPBIM
NPEJOCTaBIIEH CYObEKTOM MEPCOHAIBHBIX JAaHHBIX IyTEM Jaud COIIacus Ha 0OpaboTKy MepCOHAIbHBIX
JAHHBIX, Pa3pEUIEHHbIX CYOBEKTOM NEPCOHAIBHBIX JAHHBIX [UISI PACIPOCTPAHEHUS B MOPSJIKE,
IIPEyCMOTPEHHOM 3aKOHOM O MEPCOHAIBHBIX JAHHBIX.
Omnepartop — opraHusanus, CaMOCTOSITEIbBHO WM COBMECTHO C JPYIMMM JIMIIAMH OpraHU3YHOIIast
00pabOTKy NEPCOHANBHBIX JaHHBIX, a TAK)Ke OMpeAessromas uean oopaboTKU MepCOHATBHBIX JAaHHBIX,
noJuIexxalx oopaboTke, AecTBUs (Onepalyu), COBEpIIAEMbIE C IEPCOHATbHBIMU JAHHBIMHU.
Omnepatopom sBisgercss OOO «HII® KybanbHedremaln», pacrnonoxeHHoe 1Mo aapecy: 353302,
KpacHonapckuii kpaid, AOGMHCKUI palioH pailoH, NrT. AXThIpCKUH, ya. MexaHu3aTopos, 1.1.
O0pa6oTka mepcoHAJBHBIX JAHHBIX — JII000€ JeiicTBHE (omepaius) WIH COBOKYIMHOCTh JEHCTBUI
(onepanuit), coBepIIaeMbIX ¢ UCIHOJIb30BAaHUEM CPEICTB aBTOMAaTU3allMU WM 0€3 MCIOJb30BAaHUS TaKUX
CPE/CTB C NEPCOHATIBHBIMH JJAaHHBIMH, BKJIFOUast cOOp, 3alKCh, CHCTEMATHU3aLIMI0, HAKOIUICHUE, XpaHEHHE,
yTouHeHHe (OOHOBIIEHHE, WU3MEHEHHE), W3BJICUEHHE, HCII0JIb30BaHUE, Mepeaady (pacnpocTpaHEHUE,
IpeJoCTaBlIeHHEe, JOCTYIl), 00e3lnuruBaHue, OJIOKHPOBAaHHUE, yAAJICHUE, YHHUTOKEHHE IMEePCOHAIBHBIX
JTAHHBIX.
ABTOMATH3HMPOBAHHAsA 00pa0OTKa NMePCOHATBHBIX JAAHHBIX — 00pa0OTKa MEPCOHAIBHBIX IAHHBIX C
MOMOUIbIO CPEJICTB BBIYUCIUTEIBHON TEXHUKH.
IIpenocraBienne NMepcoHAIbHBIX AAHHBIX — JCICTBYs, HAlPaBJIEHHBIE HA PACKPHITHE NEPCOHAIBHBIX
JAHHBIX OMPENIETICHHOMY JIUILY WM ONPECIIEHHOMY KpYTy JIUIL.
BJiiokupoBaHMe MEPCOHAJBHBIX [JAHHBIX — BPEMEHHOE IpeKpalleHue OoOpabOTKU IepPCOHATBHBIX
JAHHBIX (32 HCKJIIOYCHHEM CIIy4yaeB, €ciu o0paboTka HeoOXoauma il YTOUYHEHHS TMEePCOHATBHBIX
JAHHBIX ).
YHUUTOXKEeHUe MePCOHATBHBIX JAHHBIX — JIEHCTBUS, B PE3YyJIbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM
BOCCTAHOBUThH COJIEP)KAHUE IEPCOHANBHBIX MJAHHBIX B HH()OPMALMOHHOW CHUCTEME MEPCOHATIBHBIX
JAHHBIX U/UJIU B pe3yJbTaTe KOTOPBIX YHUUTOKAKOTCS MaTepUaIbHbIE HOCUTENN NEPCOHAIBHBIX JaHHbIX.
OO0e3iMYMBaHNe TMEPCOHAJIBHBIX [AHHBIX — JEHCTBUSA, B pE3yJibTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHBIM 0€3 HCII0JIb30BAHUS JIONOJHUTENbHOM WHGOPMAlUU ONPENCIUTh NPUHAAIEKHOCTh
NEPCOHANBHBIX JAHHBIX K KOHKPETHOMY CYOBEKTY NEePCOHAIbHBIX JaHHBIX.
Nudopmanuonnas cucrema nepcoHaJbHbIX JaHHbIX (MCIIJIH) — COBOKYMHOCTH COIEpKaIIUXCsA B
0a3ax JaHHBIX MEPCOHAJBHBIX JAHHBIX M O0ECNeYMBAOUIMX MX O0O0pabOTKy HH(POPMALMOHHBIX
TEXHOJIOTMH U TEXHUYECKUX CPEICTB.

2. OBIIME MTOJIOKEHUA

2.1. ITonoxeHue o MOPsIKE XPaHEHUS M 3allUThl EpCOHANbHBIX AaHHBIX [lonb3oBateneit Caiita (nanee
— Ilonoxxenue) pazpaboTaHo C 1eIbI0 COOMIOIeHNs TpeOOBaHUN 3aKOHOAATENbCTBA PD, comepxkammx
nepcoHanbHble JaHHble U uaeHTudukanuu Ilonb3oBarteneil, Haxoasumxcs Ha Caiite.

2.2. Tlonoxenue paszpabotaHo B coorBercTBUU ¢ Konctutyumeir P®, I'paxxnanckum kopekcom PD,
JEHCTBYIOIUM 3aKOHOAAaTeNIbCTBOM P®D B 0071aCTH 3aIIUTHI HEPCOHANBHBIX JaHHBIX.

2.3. IlonoxxeHue ycTaHaBIMBAaeT MOPAAOK oOpaOOTKM mepcoHanbHbIX naHHBIX [lonb3oBareneit Caiita:
neiictBus 1o cOopy, CHCTEMaTHU3allid, HaKOIJICHHIO, XPAaHEHHWI0, YTOUYHEHHIO (OOHOBIIEHHUIO,
I/ISMGHGHI/IIO), YHHUYTOKCHHUIO NNEPCOHAIbHBIX JaHHBIX.
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2.4. TlonoxeHue ycTaHaBIMBAeT 00s3aTeNIbHbIE ISl COTPyIHUKOB Omneparopa, 3aJeiCTBOBaHHBIX B
obOciyxuBanuu Caiita, oOuiye TpeOoBaHMS M TpaBUia MO paboTe cO BCEMU BHIAMHU HOCHUTENEH
UHPOPMaIINH, COIepKAIIMMU TTepcoHaNbHbIe JanHbie [lonp3oBareneii Caiira.

2.5. B [lonmoxxeHnu He paccMaTPHUBAIOTCS BOIIPOCHI oOecredeHns 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX,
OTHECEHHBIX B YCTAHOBJIEHHOM IMOpPSIIKE K CBEIEHUSM, COCTaBJSIONIMM TOCYAApCTBEHHYIO TalHY
Poccniickonn denepauyu.

2.6. Lemssvu [TomoskeHUS SIBJSFOTCS:

e obecrieueHre TpeOOBaHMU 3alIUTHI TMpPaB W CBOOOJ YEJIOBEKa M Tpa)KJaHWHA TpU 0O0pabOTKe
NEPCOHAIBHBIX JJAHHBIX, B TOM YHUCJIE 3aIUTHI PaB Ha HEIIPUKOCHOBEHHOCTh YAaCTHON YKU3HU, JTUUHYIO U
CEMENHYIO TaliHYy;

* JCKIIIOYCHHWE HECAHKIIMOHMPOBAHHBIX NEHCTBUI COTpyAHHKOB Orieparopa U JIOOBIX TPETHUX JIHII
no cOopy, cucTeMaTH3allui, HAKOIUICHUIO, XPAaHEHHWIO, YTOYHEHHIO (OOHOBJIEHHMIO, HW3MEHEHUIO)
NEPCOHANBHBIX JaHHBIX, WHBIX (DOPM HE3aKOHHOTO BMENIATENHbCTBA B HMH()OPMAIOHHBIE PECYPCHl H
JIOKAJIbHYIO BBIYHCIUTENbHYIO0 ceTh OmepaTopa, oOecredyeHrue MpaBOBOTO UM HOPMATUBHOTO pPEXHUMA
KOH(HICHIIMATBHOCTH HEJTOKyMEHTHpOBaHHOW nHpopmanmu [lonp3oBareneit Caiira;

* 3alIMTa KOHCTUTYIIMOHHBIX MpaB Tpa)<IaH Ha JIWYHYIO TaliHy, KOH(QUIACHIUATHHOCTh CBEICHUII,
COCTAaBJISIIOLMX IEPCOHAJbHbIE JaHHbIE, W MPEJOTBPALICHHE BO3HUKHOBEHMSI BO3MOKHOM YTIpO3bI
6e3onacHoctu [Tonb3oBareneit Caiira.

2.7. lpuHIunser 00pabOTKY MEPCOHABHBIX TaHHBIX:

e 00pa0oTKa MEepPCOHANBbHBIX JAHHBIX JOJDKHA OCYIIECTBIATHCA HAa 3aKOHHOM UM CIpPaBeIIMBOM
OCHOBE;

e 00paboTKa MEPCOHANBHBIX JAHHBIX JOJKHA OTPaHUYHMBATHCS JOCTHKEHHEM KOHKPETHBIX, 3apaHee
oIpezieNIeHHBIX U 3aKOHHBIX Lenei. He nomyckaercst o0paboTka nepcoHalIbHBIX JTaHHBIX, HECOBMECTUMAs
C 1eNsIMU cOOpa MepCOHATbHBIX TaHHBIX;

e HE JOMyCKaeTcs OoObeAMHEeHHe 0a3 JaHHBIX, COAEP)KAIIMX MEepCOHAJIbHBIE JaHHBIE, 00paboTKa
KOTOPBIX OCYILIECTBIISETCS B LIETSX, HECOBMECTUMBIX MEXIY COOOIA;

* 00paboTKe MOAJIEKAT TOIBKO TIEPCOHABHBIC JaHHBIE, KOTOPBIE OTBEYAIOT IENISIM UX 00pabOTKH;

e colepkaHue U 00beM o00pabaThIBa€MbIX MEPCOHATBHBIX JaHHBIX JOJKHBI COOTBETCTBOBATH
3asBJICHHBIM 1elisiM  00paboTku. OOpabaThiBaeMble TEPCOHATBHBIC JaHHBIE HE JOJDKHBI OBITh
M30BITOYHBIMH 110 OTHOIIIEHUIO K 3asIBJICHHBIM IIETISIM UX 00paboTKu;

e comepkaHue W o0beM 00pabdaThIBa€MBIX MEPCOHAIBHBIX JNAHHBIX HEONPEACICHHOMY KpPYTY JIHII
ompezenseT CyObeKT NEepCOHANbHBIX NAaHHBIX B COTJIANIEHMH HAa PACIpOCTPaHEHHE TEPCOHATBHBIX
JTAHHBIX;

e pu 0OpabOTKE MEPCOHANBHBIX JAHHBIX JOJDKHBI OBITH OOEcTeYeHbl TOYHOCTh MEPCOHATBHBIX
JAHHBIX, WX JIOCTATOYHOCTb, @& B HEOOXOIMMBIX CIydyasX M aKTyaJbHOCTb MO OTHOILEHHUIO K LEISIM
00paboTKH MepCOHANBHBIX JaHHBIX;

e XpaHEHHE MEPCOHAIBHBIX JAHHBIX JOJKHO OCYIIECTBISATHCS HE JOJbILIE, YEM 3TOr0 TPeOYIOT Lenu
00pabOTKM TEepCOHANBHBIX JaHHBIX, €CIIM CPOK XpaHEHHs] MEePCOHANBHBIX NAaHHBIX HE YCTAHOBIICH
®enepalibHBIM 3aKOHOM, COTJIAIIEHUEM, CTOPOHON KoToporo sisiercs [lonp3oBarens;

e oOpabaTeiBaeMble TMEPCOHATbHBIC JAaHHBIE MOMAJEKAT YHUUYTOKEHHIO MO0 OOE3TMYMBAHHUIO IO
JNOCTIDKEHUH 1eneld 00pabOTKH, TpH OT3bIBE CyOBEKTOM TEPCOHANBHBIX JAHHBIX COTJachs Ha
pacripocTpaHeHHe MEePCOHATBHBIX JAaHHBIX WM B Clydyae YTpaTbl HEOOXOAUMOCTH B JOCTHIKEHHU ITHX
LeJIel, €ClIi MHOE He MpenycMoTpeHo deiepaabHbIM 3aKOHOM.

2.8. YcnoBust 00paOOTKH MEePCOHANBHBIX TAHHBIX.

2.8.1. OO6paboTka mepcoHaNbHBIX HaHHBIX [lomb3oBareneir CailiTa OCYHIECTBIIICTCS Ha OCHOBAaHUU
I'paxxnanckoro koaekca P®, Koncrutrymuu P®, nelicTByromiero 3akoHoiaTenscTBa P® B obnactu
3alIUTHl IEPCOHANIBHBIX JaHHbIX.

2.8.2. O6paboTka mepcoHANbHBIX NaHHBIX Ha CaiiTe ocyIiecTBiseTcsl ¢ COOMIOACHUEM MPUHIIUIIOB U
MpaBUII, PEyCMOTPEHHBIX [lon0keHneM u 3akoHOaaTenbCTBOM PD.

O0paboTka nMepcoHaNbHBIX TAHHBIX JIOMYCKAETCA B CIACAYIOUINX CIyJasiX:

e 00paboTKa MEPCOHANTBHBIX NAHHBIX HEOOXOoAMMa Ui HCIoib30Banusa Caifta, CTOPOHOH KOTOPOTO
asisiercst [lonb3oBaTtens;

e 00paboTKa TMEpPCOHANBHBIX ITAHHBIX HEOOXOAMMA JUIsl 3alUTHl KU3HH, 370POBBS WM HWHBIX
JKU3HEHHO Ba)kHbIX MHTepecoB [lonb3oBarens Caiita, eciau moJy4eHHE COIIACHSI HEBO3MOXKHO;



» 00paboTKa NMepCOHANBHBIX JaHHBIX HEOOXOAMMA Il OCYIIECTBICHUS MPaB M 3aKOHHBIX WHTEPECOB
OmnepaTopa WK TPETbUX JIMLL JIUOO JUIsl JOCTHXKEHHsI OOIIECTBEHHO 3HAYMMBIX LeJIeH MPH yCIOBUU, YTO
IIPY TOM HE HapymIarTcs npasa U cBoooxas! [Tonp3oBaTeneit Caiira;

e 00pabOTKa TMEpPCOHAIBHBIX JAaHHBIX OCYLIECTBISIETCS B  CTATUCTMYECKMX WM  HHBIX
HCCJIEIOBATEIbCKUX LIENX, 3@ UCKIIOYEHHEM 00pabOTKU MEPCOHAIBHBIX JAHHBIX B LEJIAX MMPOJBUKEHUS
TOBAapOB, pabOT, yCIyr Ha pBIHKE IyT€M OCYIIECTBICHHUSA NPSMBIX KOHTAKTOB C MHOTEHIMATIbHBIMU
NOTPEOUTEISIMA C TIOMOIIBIO CPEJCTB CBSI3M, a TAK)KE B IEIISAX TMOJUTUYECKON aruTaluu, MPU YCIOBUH
00513aTeNIbHOr0 00€3TMYUBaHMS IEPCOHATIBHBIX JAHHBIX.

2.9. llenn 00pabOTKH MEPCOHABHBIX TAHHBIX.

2.9.1. OGpaboTtka nepcoHadbHbIX NaHHBIX [losmb3oBaTeneil Caiita ocyliecTBISIETCS HCKIIOUUTENHHO B
Hessix npenocrapiaeHus [loap30BaTennio BO3MOXHOCTH B3aUMOAeicTBOBATh ¢ CalToM.

2.9.2. CBeneHMsIMH, COCTABISIOIIMMU TepCOHANIbHBIE AaHHbIe Ha Caiite, sBisteTcs Jtobas uHpopMmarus,
OTHOCAIASICA K ONPENeIEHHOMY WIIA OIpEeeiieMOMYy Ha OCHOBAaHHH TakoW MH(opMarmu Gu3ndeckomy
iy (CyObEeKTY MepCOHAIBHBIX TaHHBIX).

2.10. UcTouyHNKHN NOTyyeHUs! IEpPCOHANBHBIX AaHHbIX [lonb30Barenei.

2.10.1. HcrounukoM wuHpopMamuu o000 BCeX MEPCOHAIBHBIX HaHHBIX [losnb3oBaTens sBiseTCA
HernocpeacTBeHHOo caMm [lonb3oBaress.

2.10.2. HcroynukoM uH(pOpMAIMKU O MEPCOHATBHBIX MAaHHBIX Ilomb3oBarenst SBISIOTCA CBEICHMS,
NOJTyYEHHBIE BeieAcTBUE MpenocTasienuss Oneparopom Ilonbs3oBaTento npas noiab30BaHus CalToM.
2.10.3. IlepconanbHble naHHble Ilonb3oBaTenedl OTHOCATCS K KOH(PUICHIMANbHON HH(OpMauu
OTrpaHMYEHHOTO JOCTYyIA.

2.10.4. OnepaTop He UMeeT MpaBa coOupaTh M 00pabaThIBaTh NepcoHaibHble naHHble [loabp3oBarens o
€ro pacoBOM, HAIMOHAJIbHOM MPHUHAJIEKHOCTH, TOJIUTUYECKUX B3IVISIIAX, PEIUTHO3HBIX —WIIU
dmnocopckux yOEKAECHUSAX, YACTHOM IKHU3HM, 32 HUCKIIOUYEHHEM CIyyaeB, IpeayCMOTPEHHBIX
JENCTBYIOINM 3aKOHO/aTEIbCTBOM.

2.10.5. OnepaTtop He MMeeT IMpaBa MoJydyaTh U 00pabaTeIBaTh MepcoHaIbHbIE AaHHbIE [lonab3oBarens o
€r0 WICHCTBE B OOIIECTBEHHBIX OOBEAMHEHUIX MM €ro MPO(COIO3HOM AEATEIEHOCTH, 32 UCKIIOUEHHEM
CJly4daeB, NpeycMOTPeHHbIX DesiepanibHbIM 3aKOHOM.

2.11. CriocoObl 00pabOTKH MEPCOHAIBHBIX JaHHbBIX.

2.11.1. Ilepconanbnble paanHHble Ilonb3oBateneit Caiita 00pabaThIBalOTCS HUCKIIOYUTEIBHO C
MCIIOJIb30BAaHUEM CPECTB AaBTOMAaTH3ALUH.

2.12. IIpaBa cyowekToB (Ilonb3oBarerneit) nepcoHaIbHBIX JaHHBIX.

2.12.1. ITonp30BaTeNnb MUMEET MPABO HA MOJyYeHHE CBeAeHUi 00 OnepaTope, 0 MECTE ero HaxOXICHUS, O
Hanmuuu y Oneparopa MepCcoOHAIbHBIX JaHHBIX, OTHOCAIIMXCS K KOHKPETHOMY CYyOBEKTY MEepCOHATIbHBIX
nanHbix (Ilonb3oBarenio), a Takke HAa O3HAKOMJIEHME C TaKMMM [E€PCOHAJbHBIMU JaHHBIMHU, 32
UCKIJIIOUEHHEM CITy4aeB, NMPeyCMOTPEHHBIX YACThIO 8 cTaThu 14 3aKoHa O MEPCOHAIBHBIX JAHHBIX.
2.12.2. Ilonp30BaTenb UMEET MPaBO Ha nosydeHue ot Oneparopa Npu JUYHOM OOpaIleHuy K HeMy 100
npu noiydeHuun OmnepatopoM NHCbMEHHOro 3ampoca oT Ilomb3oBarens cienyromed uH(opmarmu,
Kacaromieics: 00pabOTKH €ro MepCOHATBHBIX JAHHBIX, B TOM YHCIIE COJIEpIKAIIEH:

e MOATBEpKIeHUE (akTa 0OpabOTKM MEpCOHANBbHBIX AaHHBIX OepaTopoM, a TaKXke Lellb TaKon
00paboTKu;

* MPaBOBbIC OCHOBAHUS U IIeJIM OOPAaOOTKH NMEPCOHANBHBIX JaHHBIX;

* TIeNIM ¥ IpuMeHsieMbie OrepaTopoM CrocoObl 00pabOTKH EPCOHABHBIX JAHHBIX;

e HaUMEHOBAaHHE M MeCTO HaxoxkaeHus OmnepaTopa, CBEACHUS O JHMIAX (32 HCKIIOYEHUEM
pabOTHUKOB OIlepaTopa), KOTOPbIE UMEIOT JOCTYI K MEPCOHAIBHBIM JIaHHBIM WM KOTOPBIM MOTYT OBITh
PacKpBITHl TEPCOHAJbHBIC JAaHHBIE HAa OCHOBaHMM Joroopa ¢ OmnepaTopoM WIM Ha OCHOBAaHUM
®denepanabHOrO 3aKOHA;

e oOpabarpiBaeMble IEpPCOHANBHBIE JaHHbIE, OTHOCSIIUECS K COOTBETCTBYIOIIEMY CYOBEKTY
NEPCOHAIBHBIX JaHHBIX, HCTOYHUK UX MOJYyUYEHUS, €CJIM MHOW MOPSAOK MPEIOCTABICHUS TaKUX JaHHBIX
He npeycMoTpeH PeiepaabHbIM 3aKOHOM;

e Cpoku 00pabOTKM NEPCOHABHBIX JAaHHBIX, B TOM YHCIIE CPOKU UX XPAHEHUS;

e MOPSJOK OCYIIECTBICHHUS CyOBEKTOM MEpPCOHANbHBIX JAaHHBIX TpaB, MPEAyCMOTPEHHBIX
®denepanbHBIM 3aKOHOM;

* nH(popMaIuo 00 OCYIIECTBICHHONW WK O MIPEANoIaraéMoil TpaHCTpaHUYHOU Nepeiade JaHHbIX;
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e HalMEHOBaHWE WIM (aMUINIO, UMs, OTYECTBO M aJpec JIMLA, OCYLIECTBIISIIOIIEr0 00paboTKy
NEepCOHANBHBIX JAHHBIX MO HopydeHuto OnepaTtopa, eciu oOpaboTka Mmopy4yeHa WM OyAeT MmopydyeHa
TaKOMY JIUILY;

e UHbIE CBEJIEHUs, NpeaycMoTpeHHble DenepaabHbIM 3aKOHOM WM JAPYTMMHU (enepaibHbIMU
3aKOHaMU;

e TpeOOBaTh U3MEHEHUS, YTOUHEHHUS, YHUUTOKEHHs HH(OpMAIMK O caMoM ceOe;

e 00’KaJoBaTh HEMPABOMEPHBIE JIEHCTBUS WiH Oe3neiicTBre M0 00paboTKe NepCOHANBHBIX JaHHBIX H
TpeOOBaTh COOTBETCTBYIOLIEH KOMIIEHCAIIUU B CY/IE;

e Ha JIOTNOJHEHHE NEPCOHAIBHBIX JAHHBIX OLICHOYHOI'O XapaKTepa 3asBIIEHUEM, BBIPAKAIOLIUM €ro
COOCTBEHHYIO TOUKY 3PEHUS;

e OIpeAeNATh NPEACTaBUTENEH A 3alIUThl CBOMX NEPCOHAIBHBIX JAHHBIX;

e TpeboBath OT Omeparopa yBeJOMJEHHs 000 BCEX NPOM3BENEHHBIX B HUX M3MEHEHUSIX WIH
UCKJIIOYEHUSX U3 HUX.

2.12.3. ITonp30Barenb UMEET MPaBO 00KaNI0BaTh B YIIOJTHOMOUEHHOM OpraHe IO 3alUTe NpaB CyObeKTOB
TIEPCOHAJILHBIX JIAHHBIX WM B Cy/1I€0HOM TOpsIIKE ACHCTBUS uinu Oe3neiicteue Omneparopa, €Clid CUUTaET,
YTO TMOCJIEAHUN OCYIIECTBIAET OOpabOTKY €ro MEepCOHAIbHBIX JAHHBIX C HapyLIEHHEM TpeOOBaHUA
®enepanbHOTo 3aKkoHa «O MEPCOHAIBHBIX JaHHBIX» WM UHBIM 00pa3oM HapylllaeT ero npasa u cBOOOBI.
2.12.4. Tlonb30BaTenb MEPCOHAIBHBIX NAHHBIX HMMEET IMpaBO Ha 3alIUTy CBOMX IpaB M 3aKOHHBIX
MHTEPECOB, B TOM YHCJIE HAa BO3MEIICHNE YOBITKOB | (MJIN) KOMIICHCAITUIO MOPAJIFHOTO Bpe/a B CyIeOHOM
HOPSIZIKE.

2.13. O6s3ann0CcTH Onieparopa.

2.13.1. Tlo daxty nuyHoro ooOpamieHuss JuOO0 MNpH MOJYyYEeHHMM HUCbMEHHOrO 3ampoca cyObekTa
NEPCOHAIBHBIX JIaHHBIX WJIU €ro npejacraBureis Oneparop, Npu HaIMYUU OCHOBAHMM, 00s13aH B TE€UEHUE
10 pabouux aHel c¢ naThl oOpalieHus 100 MOyueHHs 3ampoca CyObeKTa MepCOHATIbHBIX JaHHBIX WIIN
€ro MpeJCTaBUTENS MPEJOCTaBUTh CBEACHUS B 00beMe, ycTaHOBIeHHOM DenepanbHbIM 3aKOHOM. Takue
CBE/ICHUS JIOJKHBI ObITh IPEOCTABIIEHBI CYObEKTY MEPCOHANIBHBIX TaHHBIX B JOCTYITHOU (hopMe, U B HUX
HE JIOJDKHBI COJIEP)KaThCs NMEPCOHANIbHBIE JTaHHBIE, OTHOCSIIMECS K APYTUM CyOBEKTaM MEPCOHAIBHBIX
JAHHBIX, 3a HUCKJIIOYEHHEM CJIy4aeB, €ClIi HMEIOTCS 3aKOHHbIE OCHOBaHMS JUISl PACKpPbITUS TaKuX
NEPCOHAJIbHBIX JaHHbIX.

2.13.2. Bce oOpaiieHus: CyObeKTOB NMEPCOHATBHBIX JAaHHBIX WU UX MPEICTaBUTENEN PEeruCTpUPYIOTCS B
XKypnane yuera oOpamieHuil rpaxaaH (CyOBEKTOB MEPCOHANBHBIX JaHHBIX) MO BOMpPOCaM OOpabOTKH
HEPCOHANBHBIX JIaHHBIX.

2.13.3. B cinyuae oTka3a B NpPEAOCTaBICHUH CYOBEKTY MEPCOHAIBHBIX JAAHHBIX WM €ro MPeICTaBUTEIIO
npu oOpamieHud 00 NpU TONY4YEHUH 3arpoca CyObeKTa MEepCOHAJbHBIX JAaHHBIX WIM €ro
npejacTaBuTeNs HWH(OpPMAlMKM O HAJUYUM MEPCOHAIBHBIX JaHHBIX O COOTBETCTBYIOIEM CyOBEKTE
NEepCOHANBHBIX JaHHBIX OnepaTop 00s3aH JaTh B IMUCHbMEHHOW (hopMe MOTHBUPOBAHHBIA OTBET,
COJIEpXKAIINi CChUIKY Ha TOJIOKeHHE YacTh § craThu 14 3akoHa O MEPCOHATBHBIX JAHHBIX WA HHOTO
(benepanbHOro 3aKoHa, SABISIOIIEECS OCHOBAaHMEM JJIsi TaKOro OTKas3a, B CPOK, He mIpeBblmatomui 10
pabounx aHe co nHsA oOpalleHusi CyObeKTa MEPCOHAJIbHBIX JAHHBIX WM €ro IpeacTaBUTelNs, JU0o ¢
JIaThl MOJTyYEHHsI 3a1poca CyObeKTa MepCOHATBHBIX JTaHHBIX WIN €T0 MPEICTaBUTES.

2.13.4. B cmyuae moiydeHHs 3ampoca OT YIOJIHOMOUYEHHOTO OpraHa IO 3alluTe IpaB CyOBEKTOB
NEPCOHANBHBIX JAHHBIX O TMPEJOCTaBICHUH UHPOpMAlUK, HEOOXOAUMOW [UIsl OCYIECTBICHHS
NeATEeTbHOCTH  yKa3aHHOTo oprana, Omeparop o00s3aH COOOMIMTH Takyl0 HMHPOPMAIMIO B
YIOJHOMOYEHHBIN opraH B TedeHue 10 pabouux JHEN ¢ 1aThl MOTYYEHUS TAKOTO 3ampoca.

2.13.5. B ciyuae BbISIBJIEHMSI HETIPAaBOMEPHON 00paOOTKH MEPCOHAIbHBIX JAHHBIX MPHU OOpaleHUH WU
0 3aIpocy CyOBEKTa MEePCOHAIBHBIX JAHHBIX MM €ro MPEeACTaBUTENs JM00 YHOJIHOMOYEHHOIO OpraHa
MO 3alIuTe NMpaB CyOBEKTOB NMEPCOHANBHBIX JaHHBIX OmnepaTop 00s3aH OCYIIECTBUTH OJOKHpOBaHUE
HEeNpaBOMEpPHO 00pal0aThIBa€MbIX MNEPCOHANBHBIX JAaHHBIX, OTHOCAIIMXCS K 3TOMY CYOBEKTY
NEPCOHAIbHBIX JaHHBIX, C MOMEHTA TaKOI'0 OOpalleHHs WK MOJyYeHHUs] YKa3aHHOT'O 3alpoca Ha Mepro/
HPOBEPKH.

2.13.6. B cinyuae BbIBIIEHUS HENPAaBOMEPHON OOpaOOTKM INMEPCOHANbHBIX JAHHBIX, OCYIIECTBIISIEMOMN
OmnepaTtopom, MOCIEAHUN B CPOK, HE MPEBBIMIAIOLINA TpeX pabo4yux AHEH C JaThl 3TOrO BBISABICHMS,
00s13aH TIPEKPATUTH HEMPABOMEPHYIO 00pabOTKy MEpCOHATBHBIX JaHHBIX. O0 YCTpaHEHUU JHOMYIIEHHBIX
HapymeHuid OnepaTop 00s13aH YBEZJOMUTh CyOBEKTa MEPCOHABHBIX IaHHBIX MJIM €r0 MPEICTaBUTENs, a B
cly4yae eciau oOpamieHue cyObeKkTa NEepCOHANbHBIX JAHHBIX WM €ro MpeacTaBuTeNs JUO0 3ampoc
YIOJHOMOYEHHOIO OpraHa MO 3aluTe NpaB CyOBEKTOB MEPCOHAJIBHBIX JAaHHBIX ObUIM HAIpPaBJIECHBI



YIOJTHOMOYEHHBIM OPTaHOM II0 3allUTe MpaB CyOBEKTOB IMEPCOHATBHBIX MTAHHBIX, TAKKE YKa3aHHBIH
Opras.

2.13.7. CyOBeKT mepcoHalbHBIX TaHHBIX BIIPaBe OOPAaTUTHCA C TPEeOOBAHMEM IPEKPATHTh Mepenavy
(pacmpocTpaHeHue, NpPeAOCTaBlI€HHE, JOCTYI) CBOMX IEpPCOHANBHBIX JAaHHBIX, paHee pa3pelleHHbIX
CyOBEKTOM TEPCOHANBHBIX JAHHBIX [JISI PACHpOCTpaHEHUs, K JII0OOMY JHILy, 00pabaThIBalOIIEMy €ro
NEepCOHANbHbIE JIaHHBIE, B CIIy4ae HECOOJIIOJCHHs MOJIOKEHUI HacTosIel CTaTbu WIM OOpaTUThCS C
TakuM TpeOoBanmeM B cyd. J[laHHoe nUIO0 005f3aHO MPEKpaTHTh TMepenady (pacmpocTpaHeHUe,
IpeJoCTaBlIeHHEe, JAOCTYI) NEPCOHANBHBIX JAHHBIX B Te4eHUe 3 pabouux JHEH C MOMEHTa MOJy4YeHHUs
TpeOOBaHUs CyObeKTa MEPCOHAIBHBIX TAaHHBIX WIH B CPOK, YKa3aHHBIA BO BCTYNHBIIEM B 3aKOHHYIO CHITY
pEeLLeHNH CyJ1a, a €CIIM TaKOM CPOK B PEIIEHUH Cy/a HE YKa3aH, TO B TeueHue 3 pabouux JHel ¢ MOMEHTa
BCTYIUICHUS PEIICHUS Cya B 3aKOHHYIO CHITY.

2.13.8. Ilepenava (pacnpocTpaHeHue, MpeloCTaBIeHUE, TOCTYI) MEPCOHAIBHBIX JTaHHBIX, Pa3peIIeHHbIX
CyOBEKTOM TEPCOHAIBHBIX AAHHBIX IS PACIPOCTPAHEHUs, JOJDKHA OBITH MpeKpalieHa B Jr000e BpeMs
no TpeOOBaHUIO CyOBEKTa MEpPCOHANIbHBIX JaHHbIX. JlaHHOE TpeOOBaHWE AOJKHO BKIIOYATh B ceOs
damunuro, WM, OTYECTBO (NPH HAIWYHMK), KOHTAKTHYIO wHH(popMaruio (HoMmep TenedoHa, aupec
AJIEKTPOHHOM IOYTHl MM TOYTOBBIM aapec) cyObeKTa MEepCOHANbHBIX JAHHBIX, a TaKXe IepedYeHb
NEePCOHANBHBIX JaHHBIX, 00pabOTKa KOTOPBIX TMOJUIEKHUT MPEKpAIIeHUI0. YKa3aHHbIE B JTaHHOM
TpeOOBaHUM MEPCOHAJBbHBIE JTaHHbIE MOTYT 0O0pabaThIBATHCS TOJIBKO OIEpaTopoM, KOTOPOMY OHO
HaIpaBJIEHO.

2.13.9. B cnyyae noctmxeHus Lenu oOpabOTKM MEepCOHABHBIX AaHHBIX OmepaTtop 00s3aH MPEKPATUTh
00paboTKy MEepCOHAIBHBIX JaHHBIX U YHUUTOXXUThH IIE€PCOHAIbHBIE JaHHBIE B CPOK, HE MpeBbImaromuii 30
pabouux paHEH ¢ JaThl JOCTMXKEHUS LeMM OOpabOTKM IEepPCOHANBHBIX JAaHHBIX, €CIIM HMHOE He
IPEIyCMOTPEHO COTJIACHEM Ha O0pabOTKy NEepCOHANBHBIX ITaHHBIX, CTOPOHOW KOTOPOTO SBIISETCS
CyOBEKT NEePCOHATIbHBIX JAHHBIX.

2.13.10. 3ampemaercs NPUHATAE HA OCHOBAHUHM HCKIIOYHTEIHHO aBTOMATH3MPOBAHHOW 00pabOTKH
NEePCOHANBHBIX JAaHHBIX PELICHUH, MOPOXKAAIOUIMX IOPUINUYECKUE MOCIEICTBHS B OTHOLIEHUU CyOBEeKTa
NIePCOHAIBHBIX JaHHBIX WM UHBIM 00Pa30M 3aTparuBaroINX €ro MpaBa U 3aKOHHBIE HHTEPECHI.

2.14. PexxuM KOH(UAESHIIMATBHOCTH NEPCOHATBHBIX JAHHBIX.

2.14.1. Oneparop obecrieunBaeT KOHPUACHIHNATHLHOCTh U 0€30IaCHOCTh MEPCOHATBHBIX JTAHHBIX MPU HX
00paboTKe B COOTBETCTBHHU € TPEOOBAaHUAMHU 3aKOHOAATENbCTBA PD.

2.14.2. Onepatop He pacKpblBaeT TPETbUM JIMLAM W HE PACHpOCTpPaHSET MEPCOHAIbHbIE AaHHbIE 0e3
coryiacusi Ha 3TO CyOBEeKTa MEepCOHAIBHBIX JaHHBIX, €CIM HHOE He mpenycMoTpeHo denepalibHbIM
3aKOHOM.

2.143. B COOTBETCTBMM C TIE€pEUHEM MEPCOHAJBbHBIX JaHHBIX, OOpabaThlBaéMbIX Ha CcaiiTe,
nepcoHanbHble qanHbie [lomp3oBareneii CaliTa SBISIOTCS KOHOUACHIIMATEHOW HHPOPMALIUEH.

2.14.4. JIuua, ocyIecTBisonMe 00paboTKy MepCOHATBHBIX JaHHBIX, 00s3aHbI COONIIOIATh TPEOOBaHUS
periIaMeHTHpYymuX JoKyMeHToB Omepatopa B 4YacTh oOecriedeHUs KOH(PHUICHIMATBbHOCTH U
0€301aCHOCTH NePCOHANBHBIX JaHHBIX.

3. OBPABOTKA INEPCOHAJIBHBIX TAHHBIX
3.1. Ilepeyenp oOpabaThIBa€MbIX MEPCOHATBHBIX JAHHBIX YKa3bIBAE€T CYObEKT MEPCOHAIBHBIX B COIVIACUU
Ha 00pabOTKy TMEPCOHANBHBIX JJAaHHBIX, pa3pelIeHHBIX CYObEKTOM TMEpPCOHANbHBIX JaHHBIX IS
pacnpocTpaHeHUsl.
3.2. JIuia, ©MeEIOLIMe MPaBO IOCTyIa K NEPCOHATBHBIM JaHHBIM.
3.2.1. IlpaBom pocTyma K TIE€PCOHAJIBHBIM TaHHBIM CYOBEKTOB OOJIaJaloT IJIUIa, HaJeleHHbIe
COOTBETCTBYIOIIMMHU MOTHOMOYHSIMH B COOTBETCTBUU CO CBOMMHU CITy>KEOHBIMU OOS3aHHOCTSIMHU.
3.2.2. [Tepeuenn T, HUMEIOLIUX JOCTYTI K HEPCOHAIbHBIM JAHHBIM,
yTBepKAaeTcs qupekropoM Omneparopa.
3.3. IlopsiioK 1 CPOKHM XpaHEHUs IEPCOHANIbHBIX TaHHBIX Ha CaiTe.
3.3.1. OnepaTop ocCyIIecTBIsET TOJNIBKO XpaHEHUE MepCOHANBHBIX AaHHbIX [lonb3oBareneii Ha Caiite.
3.3.2. Cpoku XpaHeHHUs NepCcOHANbHBIX NaHHbIX [lomp3oBarenelt Ha CaiiTe ompeneneHbl YCIOBUSIMHU
[Tonb30BaTENBHCKOTO COTIIALIICHHSI, BBOAATCS B IeCTBUE ¢ MOMeHTa npuHATHS (akuenTta) [lonp3oBarenem
naHHoro coryamenust Ha Caifte ¥ AeMcTBYIOT 10 Tex mHop, noka [losb3oBarens He 3asBUT O CBOEM
JKEJIaHWW yNIauTh CBOU MepCOHaNbHbIe qaHHbIe ¢ CaliTa.



3.3.3. B cinyuae ynanenus gaHHbix ¢ CaiiTa 0 MHULIMATUBE OJHOM U3 CTOPOH, @ UMEHHO IPEKpaLICHUS
ucnonb3oBanus Caiita, nepcoHanbHble naHHbIe [lomb3oBarens xpansaTcs B 6a3ax gaHHbIX Omnepatopa
IISATH JIET B COOTBETCTBUHM C 3aKOHOAATENBCTBOM PD.

3.3.4. Ilo ucrteyeHMM BBIIIEYKA3aHHOIO CPOKAa XpaHEHUs NEepCOHaNbHbIX JaHHbIX Ilonb3oBatens
nepcoHaybHble JNaHHble [lonmb3oBarens yaansioTcs aBTOMATUYECKU 33JaHHBIM allfOPUTMOM, KOTOPBIN
3agaer Oneparop.

3.3.5. OmepatopoM He Beaercs 00pabOTKa TEPCOHATBHBIX JaHHBIX [loib3oBareneid Ha OyMa)KHBIX
HOCUTENSX HHPOpMALIUK.

3.4. briokupoBaHue NepPCOHAIbHBIX JaHHbIX.

3.4.1. Ilox O10KHMpOBaHMEM MEPCOHAIBHBIX JAHHBIX TOHUMAETCSl BpEMEHHOE INpekpalienue OnepaTopom
ornepaiuii mo ux oOpaboTke mo TpedoBaHuio Ilomp3oBaTens NMpu BHIIBIEHUH UM HEJOCTOBEPHOCTH
o0pabaTbIBaéMbIX CBEICHUN WM HEMPaBOMEPHBIX, MO MHEHHMIO CyObEKTa IEepCOHAIbHBIX IAHHBIX,
JEUCTBUM B OTHOIIIEHUU €T0 JAHHLIX.

3.4.2. Omneparop He mepelaeT NEPCOHANbHbIE JaHHBIE TPETBUM JIMIIaM U HE MopydaeT oO0palboTKy
NEPCOHAIBHBIX JAHHBIX CTOPOHHUM JMIAM M opraHuzauusMm. Ilepconanbhble nanuble [lonb3oBaTeneit
Caiita 00pabaTbIBalOT TOJBKO COTpyAHMKM OmnepaTopa (agMUHHUCTpaTOpbl 0a3 MaHHBIX U T. 1.),
JIOTIYIIEHHbIE YCTAaHOBJIEHHBIM MOPSAIKOM K 00pabOTKe MepCcOHaIbHBIX AaHHbIX [lonb30BaTenei.

3.4.3. brokupoBaHHe NEepCOHANbHBIX JaHHbIX Ha CaiiTe OCyIEecTBIsETCS Ha OCHOBAaHMM MHCbMEHHOIO
3asBJIEHUS OT CyOBEKTa NEPCOHANIbHBIX JaHHbIX.

3.5. YHUYTOXEHHUE NMEePCOHAIBHBIX TaHHBIX.

3.5.1. Ilon yHMYTOXXEHHEM IEPCOHAIbHBIX JAHHBIX MOHUMAIOTCS IEHCTBHS, B PE3YyJbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM BOCCTAHOBUThH COJI€p)KaHHE MEPCOHAIbHBIX AaHHBIX Ha Caiite w/unu B
pe3ynbTare KOTOPbIX YHUUTOXKAIOTCSI MaTepHalIbHbIE HOCUTEIN IIEPCOHAIBHBIX JTaHHBIX.

3.5.2. CyObeKT nepcoHalbHBIX JaHHBIX BIpPaBe B MHCbMEHHOH (hopMe TpeOOBaTh YHUUTOXKEHHUS CBOMX
NEPCOHAIBbHBIX JaHHBIX B CiIy4ae, €Clid MEePCOHAIbHbIE JTAaHHBIE SIBIISIFOTCSI HEMOJHBIMU, YCTapEBIIUMU,
HEI0CTOBEPHBIMHU, HE3aKOHHO MOJYYEHHBIMU WJIM HE SIBJISIOTCS HEOOXOAMMBIMHU Ul 3asiBICHHON LeNH
00paboTKH.

3.53. B cimyuae OTCYTCTBUSI BO3MOXHOCTH YHHUTOXEHMs IE€PCOHAIBHBIX JaHHBIX Omneparop
OCYIIECTBIISIET OJOKUPOBAHUE TAKMX MEPCOHAIBHBIX JaHHbBIX.

3.5.4. YHUYTOXXEHHE NEepPCOHANbHBIX JaHHBIX OCYIIECTBIISIETCS IyTeM CTUpaHUs HHPoOpMalUU ¢
UCTIOJIb30BaHUEM  CepTH(QHIMPOBAHHOTO  MPOTPaMMHOTO  OOECIEYeHUs C  TapaHTHPOBAHHBIM
YHUYTOXKEHUEM (B COOTBETCTBUU C 3a/laHHBIMU XapaKTEPUCTUKAMU JUIsl yCTAaHOBJIEHHOTO MPOTrPaMMHOTO
o0ecrevyeHrs ¢ rapaHTUPOBAHHBIM YHUUTOKEHUEM).

4. CUCTEMA 3AIIUTHI TIEPCOHAJIBHBIX JIAHHBIX

4.1. Mepsl 1o obecrieueHn0 0€30MacCHOCTH TIEPCOHAIBHBIX IaHHBIX MTPH UX 00paboTKe.

4.1.1. Onepatop npu oOpabOTKE MEPCOHAIBHBIX JAHHBIX O0s3aH MPUHUMATH HEOOXOJUMBIE MPABOBHIE,
OpPraHU3aIMOHHBIC U TEXHUYECKHUE MEpPbI WM 00eCIeUrBaTh X MPUHSATHE IS 3AIUTHI IEPCOHATBHBIX
JAHHBIX OT HENMPAaBOMEPHOTO WM CIyY4alHOrOo JOCTynma K HHUM, YHHYTOXKEHUS, W3MCHCHUS,
OJIOKMPOBAHUS, KOTMPOBAHMUSI, MTPEIOCTABICHUS, PACIIPOCTPAHEHUS MIEPCOHANBHBIX JaHHBIX, & TAKXKE OT
WHBIX HEPABOMEPHBIX JICHCTBHIA B OTHOIICHHH ITEPCOHATBHBIX JIAHHBIX.

4.1.2. O6ecnieuenne 0€30MaCHOCTH NMEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

e ONpEeNeJICHHEM Yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX NpU UX 00paboTke B
UH(POPMALMOHHBIX CHCTEMAaX MEePCOHAIBHBIX JTAHHBIX;

e MPUMEHEHHUEM OpPraHM3alMOHHBIX M TEXHWYECKHX Mep 10 O0ecrevyeHuto 0e30macHOCTH
MEPCOHANBHBIX JAaHHBIX TPU HX 00pabOTKe B MH(DOPMAIMOHHBIX CHCTEMAax IEPCOHAIBHBIX JaHHbBIX,
HEOOXOIUMBIX JIJISl BBITOJTHEHUS TPEOOBAHMIA K 3aIIUTE TIEPCOHABHBIX JaHHBIX;

e TMPUMCHEHUEM MPOIIEANINX B YCTAHOBICHHOM IMOPSIKE MPOIEAYPY OLIEHKHA COOTBETCTBHS CPEICTB
3alIUTHI HHPOPMALINY;

 OleHKOW 3()()EKTUBHOCTH NMPHUHUMACMBIX MEp MO OOECIEYCHUIO0 OE30MaCHOCTH IMEPCOHATBHBIX
JTAHHBIX JIO BBOJIA B AKCILTyaTAIIMIO HHPOPMAIIHOHHOW CHUCTEMBI TEPCOHAITBHBIX TAHHBIX;

* Y4ETOM MAIIMHHBIX HOCHTEJICH TIEPCOHAIBHBIX JIaHHbBIX;

e oOHapyxeHHEeM (aKTOB HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHATBHBIM JAHHBIM U MPUHATHEM
MEp;

* BOCCTAHOBJICHHEM IEPCOHAIBHBIX JAHHBIX, MOAU(PHUIIMPOBAHHBIX MM YHUYTOKCHHBIX BCIICJCTBHE
HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;



e YCTAaHOBJICHMEM TMPaBHJ  JOCTyNa K TEPCOHAJBHBIM  JaHHBIM, 0OpalOaThIBaeMbIM B
MH(POPMALIMOHHON CHCTEME MEePCOHATIBHBIX JaHHBIX, a TAK)XKe 00€CIIeYeHHEM PErucTpaly U yyeTa BcexX
JEHCTBUH, COBEpIIAEMBIX C TEPCOHAIBLHBIMU JAHHBIMH B WH()OPMALMOHHOW CHCTEME IEpPCOHAIBHBIX
JTAHHBIX;

* KOHTpOJIEM 32 IPUHUMAEMBIMHA MEPaMH 10 00ECTICUYeHHI0 O€30MacCHOCTH TEPCOHATBHBIX JaHHBIX U
YPOBHSI 3aLUILIEHHOCTH HH(POPMALIMOHHBIX CHCTEM MEPCOHAIBHBIX JTAHHBIX.

4.1.3. Hna ueneit Ilomoxxenus monx yrpo3amu O€30MACHOCTH TEPCOHAIBHBIX JAHHBIX TOHUMAETCS
COBOKYIHOCTb YCJOBUH M (DaKTOpPOB, CO3JAIOIIMX OMACHOCTh HECAaHKLIMOHUPOBAHHOIO, B TOM YHCIIE
CIIy4ailHOro, JAOCTyNa K MEePCOHAIbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOIO MOIYT CTaTh YHUYTOXXEHHE,
u3MeHeHue, OJIOKHpOBaHUEe, KOMMPOBAHUE, MTPEIOCTABIEHUE, PACIPOCTPAHEHHE NMEPCOHATIbHBIX JAHHBIX,
a TaKkKe WHBIE HEMpPAaBOMEPHBIE JEeWCTBUS TMpH HX 00paboTke B HWH()OPMAIIMOHHOW CHCTEME
NEepCOHANbHBIX JaHHbIX. IloJ ypoBHEM 3allMIIEHHOCTH MEPCOHAJIBHBIX JIAHHBIX IOHMMAETCs
KOMIUIEKCHBIN TIOKa3aTellb, XapaKTepU3YIOIWH TpeOOBaHUS, WCIOJIHEHHWE KOTOPBIX oOOecreynBaeT
HEUTpanu3aluio OINpe/eIeHHbIX Yrpo3 0e30MacHOCTH NEepPCOHAIBHBIX IaHHBIX HPU HUX 00paboTKe B
MH(POPMALMOHHON CUCTEME TIEPCOHAIBHBIX JTaHHBIX.

4.2. 3amuinaemble CBeJIEHHs O CyOBEKTe MePCOHANBHBIX TaHHBIX.

K 3ammumiaeMbiM cBeneHUSIM O CyObEKTE€ NEpCOHAIbHBIX JaHHbIX Ha CaliTe OTHOCATCA JaHHbIE,
NO3BOJISIOIIME WACHTU(PHUIHUPOBAT CYyOBEKT NEPCOHANbHBIX JaHHbIX W/WIM TOIY4YUTh O HEM
JIOTIOJIHUTENbHBIE CBEACHHUS, IIPElyCMOTPEHHbIE 3aKOHOAATeNbCTBOM U [lonoxeHneMm.

4.3. 3amuimaeMbie 00bEKTHI IEPCOHATBHBIX JIaHHBIX.

4.3.1. K 3amuniaeMbiM 00beKTaM MePCOHATBHBIX JaHHBIX Ha CalTe OTHOCATCS:

e 00beKkTHl MH(pOpMATH3aLMM U TEXHUYECKHE CpEeACTBA aBTOMATH3MPOBAHHOW 00pabOTKH
UH(OPMaLINH, COIepIKaIlIeii TIepCOHANBHBIC JaHHBIE;

e uHpOpMAIMOHHBIE pecypchl (0a3bpl AaHHBIX, Galnbl U Op.), coaepkamue HHPOpMAIHU 00
MHPOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX ~CUCTEMaX, B KOTOPBIX HHPKYJIUPYIOT MEPCOHAIbHbIC
JaHHbIE, O COOBITHSX, NPOM3OLIECAIINX C YIPAaBIsIEMbIMM OOBEKTaMH, O IUIaHaX OOecHeyeHHs
6ecniepe0oitHOM paboTHI U IPOLIEypax Mepexoa K yIpaBICHUIO B aBApPUHHBIX PEKUMAaX;

e KaHaJbl CBS3U, KOTOpBIE MCIIONB3YIOTCS Ul Tepefadd MEepCOHAJbHBIX JAaHHBIX B BHJE
MH(POPMATUBHBIX JIEKTPHUECKUX CUTHAIOB M (PU3MUYECKHUX TIOJICH;

* OTYY)XJaeMble HOCHUTEJM HH()OPMALMM HAa MAarHUTHOW, MAarHUTHO-ONTUYECKOM M WHOW OCHOBE,
IpUMEHsEeMbIE 17151 00pabOTKH MEPCOHAIBHBIX JTaHHBIX.

4.3.2. Texnonoruyeckass uH(GopMarust 00 UHPOPMALMOHHBIX CUCTEMaX U 3JIEMEHTAaX CHCTEMBbI 3alUThI
NEPCOHAIBHBIX JaHHBIX, TOJIEKAIAs 3alIUTe, BKIIIOYAET:

e CBEJEHMS O CHUCTEME YIpaBJeHHs JOCTYIOM Ha OOBEKThl HMH(OpMaTH3alMM, HA KOTOPBIX
OCYILECTBIISIETCSI 00pabOTKa MePCOHATBHBIX JaHHBIX;

e ympasistomas uHpopmalus (KOHQUrypalMoHHbIe (ailibl, TaOIMLbl MapIIPyTH3aLMK, HACTPONUKU
CUCTEMBI 3alUTHI U 11p.);

e TeXHOJIOTH4ecKas nHpopMalus CpeACTB AOCTyNa K CUCTeMaM yMpaBieHus (ayTeHTH(UKalnOHHAs
UHOpMAaLUs, KIIFOYN U aTPUOYTHI TOCTYTIA U JIp.);

* XapaKTEpPUCTUKU KaHAJIOB CBS3U, KOTOPbIE UCHOJB3YIOTCA s Mepeaud MepCOHAIbHBIX JAHHBIX B
BUZIE MHPOPMATUBHBIX JEKTPUUECKUX CUTHAIOB U (PU3HUYECKUX TOJICH;

e yH(OpMAIM O CpPeACTBaX 3aIUUTHl NEPCOHANBHBIX JAHHBIX, UX COCTABE U CTPYKTYpPE, IPUHIHUINAX U
TEXHUYECKUX PEIICHHUSX 3aIIUTHI;

e cinykeOHble JaHHble (METaJaHHbIE), MOSBISAIOIIMECS MPU paboTe MPOrpaMMHOIO OOeCIeyeHHMs,
COOOILEHUH U TPOTOKOJOB MEKCETEBOIO0 B3aUMOJIEHUCTBUS, B pe3yJbTaTe OOpaOOTKH IMEPCOHATBHBIX
JTAHHBIX.

4.4. TpeboBaHUs K CUCTEME 3aAILUTHI IEPCOHATBHBIX TAHHBIX.

Cucrema 3alMThl MEPCOHATBHBIX JAHHBIX JOJDKHA COOTBETCTBOBATH TPEOOBAHUSAM MOCTAHOBJIEHUS
[TpaButensctBa oT 01.11.2012 Ne 1119 «O06 yTBepkaeHnH TpeOOBAHUH K 3alUTE EPCOHATBHBIX TaHHBIX
npu uX 00paboTke B MHYOPMAITMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JaHHBIX).

4.4.1. CucremMa 3amuThl IEPCOHATBHBIX JAHHBIX JOJDKHA 00€CTIeUYnBATh:

e CBOEBpPEMEHHOE OOHapy)KeHHE U MpPEJOTBpALlCHHE HECaHKIMOHUPOBAHHOIO JOCTyHa K
NEPCOHAIBHBIM JIaHHBIM M (WIKM) Tepefadyd UuX JulaM, HE HUMEIOUIMM IpaBa JOCTyNa K Takoi
uHbOpMaIuy;

e HEJNOMyIICHHE BO3JCHCTBUS HAa TEXHUYECKHE CpPEACTBa aABTOMATH3MPOBAHHOW 00pabOTKH
NEPCOHANBHBIX JAHHBIX, B PE3YJIbTAaTe KOTOPOI'O MOXKET OBITh HAPYIIEHO UX (PYHKIIMOHUPOBAHUE;



* BO3MOXXHOCTH HE3aMEUIUTEIILHOTO BOCCTAHOBJICHUS MTEPCOHAIBHBIX JaHHBIX, MOAH(DHUIINPOBAHHBIX
WIN YHUYTOKEHHBIX BCJIEICTBHE HECAHKIIMOHUPOBAHHOTO JJOCTYIIA K HUM;

* TIOCTOSTHHBIN KOHTPOJIb 332 00ECTIEYCHHEM YPOBHS 3aIIUIIIEHHOCTH IEPCOHABHBIX JTAHHBIX.

4.4.2. CpeacrBa 3amuThl MHPOpPMALUHU, MPUMEHSEMble B HH(GOPMAIMOHHBIX CHCTEMaX, JOJDKHBI B
YCTaHOBJICHHOM TTOPSIKE TIPOXOIUTH MPOIEAYPY OLICHKH COOTBETCTBUSI.

4.5. Metozp! 1 criocoObl 3alUThl UH(GOPMAIIMKM B UHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX.
4.5.1. Metonsl 1 crtocoObl 3aIUTH HHPOPMANUK B WHPOPMAIIMOHHBIX CUCTEMaX IMEePCOHABHBIX TaHHBIX
OmnepaTopa JOJKHBI COOTBETCTBOBATH TPEOOBAHUSIM:

e npukaza @OCTIK or 18.02.2013 Ne 21 «O06 yrBepxaenun CoctaBa M COAEpKAHUA
OpPraHU3aIMOHHBIX U TEXHUYECKUX Mep MO 00ecredeHn0 6e30IacCHOCTH MEePCOHAIBHBIX JaHHBIX MPHU UX
00paboTke B MHOOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX);

» npukaza O@Cb ot 10.07.2014 Ne 378 «O6 ytBepxkaeHuu CocraBa U coAep KaHUs OpraHU3aLMOHHBIX
U TEXHHYECKHMX Mep Mo obOecreueHnro 0e30MacHOCTH MEPCOHATBHBIX IaHHBIX TpU MX 00paboTke B
MH(QOPMALIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BAaHHEM CPEJICTB KPUNTOTpapuuecKon
3amMThl HHQOPMAIH, HEOOXOAUMBIX ISl BHITIOJIHEHHs YCTaHOBJICHHBIX [IpaBuTenscTtBoM Poccuiickoii
®eneparun TpeOOBaHUN K 3allUTE MEPCOHATBHBIX JAHHBIX JUIS K&XKIOT0 U3 YPOBHEW 3alIUILIEHHOCTH» (B
ciydae ompeneneHuss OnepaTopoM HEOOXOAWMOCTH HCIONB30BaHUS CPEICTB KPUNTOrpadUIecKoit
3alUThl HHGOpMaLKU A7 obecredeHus: 0e30MacCHOCTH EPCOHAIBHBIX TAHHBIX).

4.5.2. OCHOBHBIMH METOJaMHU U CIOCOOAMH 3amuThl MH(pOpMauu B WH(YOPMAIMOHHBIX CHCTEMax
NepcoHaNbHbIX JaHHbIX [losb30BaTeneil SBISIOTCS METOAbl M CIOCOOBI 3alIUThl MHPOPMALUU OT
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOTO, JOCTyIa K MEPCOHAJIBHBIM JTaHHBIM, PE3YyJIbTaTOM
KOTOPOTO MOXET CTaThb YHUYTOXKEHHE, W3MEHEHHe, OJIOKMpOBaHME, KOMMPOBAHUE, PACIpPOCTPAHEHUE
NEPCOHANBHBIX JIaHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX ACUCTBUH (Hajee — METOJBI M CITOCOOBI
3anuThl nHGopMaruu ot HC/I).

4.5.3. Beibop u peanuzanusi METOZOB M CIIOCOOOB 3amuThl nHpopMarmu Ha CaiiTe OCyIIecTBISIETCS B
COOTBETCTBUM C PEKOMEHAALUSAMHU PErysITOpoB B obnactH 3amuThl nHpopmauuu — @CTIK Poccun n
®CBh Poccun, ¢ yderom ompeaensemMbix OneparopoM yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX
(Mozenu yrpo3) ¥ B 3aBUCUMOCTH OT KJIacca HH(POPMALIMOHHOMN CUCTEMBI.

4.5.4. BoiOpaHHbBIE ¥ peaTM30BaHHBIE METOJBI M CIIOCOOBI 3amuThl WHpopMmanuu Ha CaifTe TOJHKHEI
o0ecrieynBaTh HEUTPAIM3ALMIO MPENOIaraéMbIX yrpo3 0€e30MacHOCTH NEePCOHANbHBIX JaHHBIX NMPHU UX
o0paboTke.

4.6. Mepbl 3a1uThl MHGOPMAIMK, COCTABIISAIONIEH EPCOHATIbHbIE TaHHBIE.

4.6.1. Mepsl 1o oxpaHe 06a3 JaHHBIX, COAEPKAIUX EPCOHANIbHBIE JaHHbIE, MpuHUMaeMble OnepaTopoM,
JIOJKHBI BKITIOYATh B CE0sI:

e OmpeneNeHne nepeyHs nHPOPMAIUU, COCTABIISIONICH TIEPCOHANBHBIC JaHHBIC;

e OrpaHHYEHHE JIOCTYyMNa K MH(OpMAIMH, colleprKalllell IepCOHaNIbHbIE JaHHbIE, TyTeM YCTaHOBIICHHS
nopsijika oOpalleHus ¢ 3Toil uHpopmalMen u KOHTPOJIA 3a COOTI0JEHUEM TaKOIro MOPsIKa.

4.6.2. Mepbl 1o oxpaHe KOH(PHMIEHIMANTBHOCTH WH(POPMALMU HPU3HAIOTCS PAa3yMHO JOCTaTOYHBIMHU,
eclu:

* MCKJIIOYAETCs IOCTYI K MEePCOHATBbHBIM IaHHBIM JIFOOBIX TPEThUX JHIL 0e3 coriacus OnepaTopa;

e o0ecrieunBaeTCsi BO3MOXKHOCTh HCIOJNB30BaHUS WHGPOpPMAINHU, COJEpXKAllell MepCcOoHaIbHbIE
JTaHHbIe, 6€3 HapyIIEeH!Us 3aKOHOIAaTeNILCTBA O MEPCOHABHBIX JaHHBIX;

e ipu pabore c¢ Ilomp3oBareneM ycTaHaBIMBAETCS TaKOW MOpsAok neictBuid Omeparopa, mpu
KOTOPOM 00€CIeunBaeTCsl COXPAHHOCTh CBEJIEHHH, coliepKalliX nepcoHanbHble qanHble [lomp3oBaresns.
4.6.3. IlepcoHasibHBIC JaHHBIE HE MOTYT OBITH MCIOJB30BAHBI B LEJSIX, MPOTUBOPEYANINX TPEOOBAHHIM
®denepanbHOTO 3aKOHA, 3aIIUThl OCHOB KOHCTUTYLIMOHHOTO CTPOsI, HPAaBCTBEHHOCTH, 3/10POBbs, NPaB U
3aKOHHBIX HHTEPECOB JPYTHX JIUI, 0OecrieueHrsi 000pPOHBI CTPaHbI U OE30MACHOCTH TOCYIapCTBa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce corpynnuku OrmepaTopa, OCYHIECTBIISIONME O00paOOTKY MEPCOHAIBHBIX JTAHHBIX, OO0S3aHbBI
XpaHUTh TailiHy O CBEAEHUSX, COJAEpXKAlMX MEepCOHalbHbIE JaHHbIE, B COOTBETCTBUU C llonoxkeHuem,
TpeOOBaHUAMU 3aKOHOAATENHCTBA PD.

4.7.2. Jluna, BHUHOBHbIE B HapyuleHuu TpeOoBanuii IlonokeHUs, HeCyT MpPeLyCMOTPEHHYIO
3aKOHOJATEIBCTBOM PP OTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTh 3a COOJIOACHUE pEKHMa [EPCOHAIBHBIX JaHHbIX II0 OTHOLIEHHIO K
NePCOHANBHBIM JTAaHHBIM, HaXoIsimmMcsi B 0azax nmaHHbIX CaiiTa, HECYT OTBETCTBEHHBIE 3a 00pabOTKY
HEPCOHANBHBIX JIaHHBIX.



5. 3AKVIIOYUTEJIBHBIE NTOJIOKEHUSA
5.1. B cnydae n3MeHEeHHs! AEMCTBYIOUIErO 3aKOHOAATENbCTBAa PD, BHECEHHS] N3MEHEHUI B HOPMATHUBHBIE
JOKYMEHTBHI M0 3alllUTe TEpPCOHAJbHBIX JaHHBIX HacTosiee llomoskeHue MeHCTBYeT B YacTH, He
MIPOTUBOpEYAIIEeH IEHCTBYIOMIEMY 3aKOHOIATEIBCTBY J0 MPUBEJEHUS €r0 B COOTBETCTBUE C TAKUMH.



